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Enstriksyon konfigirasyon Multi-Factor Authentication (MFA)

Eta New York te komanse itilize Multi-Factor Authentication (MFA) nan kék nan
aplikasyon piblik li yo. MFA se yon fason pou ede asire sekirite kont ou. Sa mande pou
yon dezyem fakte anplis yon modpas pou pwouve ou se moun ou di ou ye a. Siw ap
itilize yon aplikasyon ki pwoteje MFA, menm si yon moun ta devine oswa volé modpas
ou, li toujou pa ta kapab konekte san dezyém fakte w la. Piske yon modpas se yon
bagay ou konnen, dezyém fakté a se yon bagay ou ye (an jeneral se yon aparey
byometrik ki li I) oswa yon bagay ou genyen.

Konsey: Li rekomande pou w mete plis pase yon metod Multi-Factor
Authentication.

Konsey: Si w pral konfigire yon metod otantifikasyon miltifakte ki sévi ak yon
aplikasyon telefon (Okta Verify oswa Google Authenticator), telechaje aplikasyon an
anvan ou klike sou bouton konfigirasyon “Set up multifactor authentication” nan paj
navigaté a. De (2) metod otantifikasyon miltifakte ki itilize aplikasyon yo se Okta Verify
ak Google Authenticator. Pou telechaje aplikasyon w lan kounye a, klike isit la pou
android epi isit la pou aparéy Apple.

REMAK: Tout eskrinchot yo soti nan yon ekran odinaté sof si yo bay |0t
enstriksyon.

Endéeks
Konfigire Okta Verify Multifactor Authentication

Telechaje aplikasyon Okta Verify la sou yon Aparéey Android

Telechaje aplikasyon Okta Verify la sou yon Aparey Apple

Sevi ak aplikasyon Okta Verify la

Sevi ak enstriksyon sa yo pou itilize aplikasyon Okta Verify pou eskane yon kod OR.

Mesaj eré w ka jwenn yo
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Konfigire Okta Verify Multifactor Authentication

Si w poko enskri nan MFA, y ap mande w pou w enskri apre w fin antre nan Sévis
travay an liy epi klike sou bouton aplikasyon “Sévis Choma;”.

Messages v Online Forms v

o e o You have O pending forms

Go to My Inbax NYS Labor Depariment Forms Available for Filing include

« Unemployment Insurance Forms

Go To My Online Forms

£

Most Recent Postings

Previewing jobs has been temporarily disabled. Please visit JobZone to view jobs

Search More Jobs

Important Information v
Job Search v Unemployment Insurance v

career, organize your job search, and plan for the future with

« Employability Scoring and other Job Search tools

(= —y

Tools
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Sou ekran odinate w lan, w ap wé yon ekran ki mande w pou w konfigire Multifactor
Authentication.

1. Sou esmatfon ou, telechaje aplikasyon Okta Verify la.

2. Sou ekran odinaté w lan, klike sou Setup anba Okta Verify pou komanse pwosesis
konfigirasyon an.

3. Klike Setup anba Okta Verify.

3 NY.GOVID

Set up multifactor authentication

@ Okta Verify

push notification sent to the

mob pp.

° Google Authenticator

Enter single-use code from the
mobile app

Setup

@ SMS Authentication
Enter a single-use code sent to your

mobile phone.
Setup
Voice Call Authentication

Use a phone to authenticate by

following voice instructions

Setup
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4. Yon nouvo ekran ap ouvri sou ekran odinaté w lan. Chwazi swa iPhone oswa
Android selon aparey ou an. Si w gen yon tablet Apple, chwazi iPhone

Si w chwazi Android, w ap we sa:

& NY.GOVID

O

Setup Okta Verify

Select your device type

iPhone
I >I ®) Android I

Download Okta Verify from the
Google Play Store onto your mobile

device

Back to factor list

Yo pral mande w pou telechaje aplikasyon Okta Verify nan Google Play Store. Si w
poko fé sa, ou ta dwe telechaje aplikasyon sa a kounye a.

Klike la a pou jwenn enstriksyon sou fason pou telechaje aplikasyon Okta
Verify la sou aparéy Android ou a.

5. Klike sou bouton Suivan an.

Klike la a pou kontinye.
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Si w chwazi iPhone, w ap weé sa:

4 NY.GOVID

Yo pral mande w pou w telechaje aplikasyon Okta Verify nan App Store. Siw
poko fé sa, ou ta dwe telechaje aplikasyon sa a kounye a.

Klike la a pou jwenn enstriksyon sou fason pou telechaje aplikasyon Okta
Verify la sou aparéy Apple ou a.

6. Klike sou bouton Suivan an.
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Enstriksyon pou telechaje aplikasyon Okta Verify sou yon Aparey Android.

7. Sou esmatfon ou oswa tablét, ale nan Google Play. Asire w esmatfon ou oswa
tablét genyen dénye vesyon sistém operasyon an (OS).

8. Nan Google Play, chéche aplikasyon Okta Verify la.

9. Yon fwa ou jwenn aplikasyon an, telechaje | epi enstale li sou esmatfon ou oswa
tablet ou.
(REMAK: Aplikasyon an ka paret yon ti kras diferan selon vesyon telefon nan)

& okta verify mobile app

@ Okta Verify

44%

‘Seamess authentication
and device securty

Klike la a pou w retounen nan paj prensipal la.
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Enstriksyon pou telechaje aplikasyon Okta Verify sou yon Aparey Apple.

10. Sou esmatfon ou oswa tablét, ale nan Google Play. Asire w esmatfon ou oswa tablét
ap gen dénye vésyon sistem operasyon an (OS).

11.Nan App Store, cheche aplikasyon Okta Verify la.
12.Chwazi aplikasyon mobil Okta Verify la.

13.Telechaje epi enstale aplikasyon an.

11:359

Q octa verify

Okta Verify

14.Yon fwa ou fin enstale aplikasyon Google Authenticator sou esmatfon ou oswa
tablét ou, ale nan aplikasyon an sou aparey ou an epi ouvri li.

Klike la a pou w retounen nan paj prensipal la.
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Ouvri aplikasyon Okta Verify la sou esmatfon ou oswa tablét ou.

15.Ekran odinate w lan pral montre kounye a yon bwat dyalog ak yon kod QR ladan |I.
= Siou pa kapab eskane kod QR la, klike sou opsyon Pa ka eskane? anba
kod QR sou ekran odinaté w lan. Klike la a pou enstriksyon konsénan
opsyon Pa ka eskane.

3 NY.GOVID

O

Setup Okta Verify

Klike la pou w jwenn enstriksyon si w pa ka eskane imaj OR la.

16.Ale nan aplikasyon Okta Verify sou aparey ou an epi ouvri aplikasyon an.
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17.0u pral wé ekran sa a.
[©)

&

Welcome to Okta Verify

Securely sign in to your organization's apps.

Get Started

(&)

18.Klike sou KOmanse.

19.Ekran sa a ap ouvri. Klike Suivan.

How it works

When you access your organization's apps,
use OkKta Verify to confirm your identity.
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20.Ekran sa a ap ouvri. Klike sou bouton Ajoute kont.

@

Ways to verify

When signing in, enter a code from this app,
tap Yes on a push notification, or tap the "Sign
in using Okta Verify on this device" button.

Add Account

(&)

21.Ekran sa a ap ouvri. Kilke sou Lot.

Choose account type

Choose the type of account you would
like to add

m Organization
Work, school, company

e Other
2-factor authentication code for third
party services

(-
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22.Ekran sa a ap ouvri. Yo pral ba w opsyon swa Eskane yon kod QR oswa
Antre kle a manyélman. Chwazi youn.

= Pou Antre Kle a Manyelman, w ap bezwen suiv etap sa yo nan seksyon Pa
Ka eskane pou Verifye Manyelman San Notifikasyon Push. Klike la a pou w
ka jwenn enstriksyon sa yo.

Choose an option to
continue

To continue, scan the QR code
provided by the service or enter the
key manually

|

‘ Enter Key Manually

o
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Sevi ak enstriksyon sa yo pou itilize aplikasyon Okta Verify

pou eskane yon kod QR. Sou yon Aparey Android

23.Aplikasyon an ap mande pemisyon pou itilize kamera w. Klike OK.

O]

Allow Okta Verify to take pictures and
record video?

I WHILE USING THE APP

ONLY THIS TIME

DENY

@)

24.Mete kamera esmatfon ou oswa tablét la sou kod QR ki sou ekran odinaté w lan.
Aplikasyon w lan pral otomatikman eskane kod la nan telefon ou oswa tablét ou.

25.Kontinye pou Eskane yon kod OR.
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Sou yon aparey Apple

26.0u pral we yon mesaj sa ki di “Okta Verify” ta renmen jwenn akse ak kamera a. Klike
OK.

“Okta Verify"” Would Like to
Access the Camera

The app will use your camera to scan a
QR code to set up your account

27.Kontinye pou Eskane yon kod OR.
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Eskane yon kod QR

28.Sou ekran odinaté w lan, w ap we ekran enskripsyon an ak yon pop-up ak yon
kod QR.

J NY.GOVID
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29.Nan aplikasyon Okta Verify la, tape Ajoute kont.

@

Ways to verify

When signing in, enter a code from this app, tap
Yes on a push notification, or tap the "Sign in
using Okta Verify on this device" button.

Add Account

(@)

30.Mete kamera esmatfon ou oswa tablét la sou kod QR ki sou ekran odinaté w lan.
31.Apre w fin eskane kod QR la, ekran sa a pral afiche. Chwazi swa Pémeét oswa Sote.

Okta Verify

Allow Push Notifications?
Approve or deny requests directly from push

notifications without having to open the Okta
Verify app.

skip

(@)
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32.Yon fwa yo fin eskane kod QR la, aplikasyon an pral chanje pou vin yon ekran
ak yon kod sis (6) chif. Kod sa a pral chanje chak 30 segonn.

33.Apre w fin byen eskane kod QR la nan esmatfon ou an, ekran odinaté w lan
pral chanje konsa:

9

Account Added

UIB_MFATESTO05

You can now securely sign in to your
organization's apps.

Return to your organization's instructions to
continue.

Important: Keep this app installed on your
device. You'll need it to sign in.
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34.Yo pral voye w tounen nan ekran enskripsyon an kote ou ka konfigire yon lot
metod Multifactor Authentication. Ekran an pral kounye a montre Okta Verify
anba tit Fakte Enskri a. Li rekomande pou w mete plis pase yon metod
otantifikasyon miltifakté.

3 NY.GOVID

35.Lé ou fin konfigire tout metod Otantifikasyon miltifakte ou vle, klike sou bouton Fini
an.

KONSEY: Si w pral konfigire yon metod otantifikasyon miltifakté ki sévi ak yon
aplikasyon telefon, telechaje aplikasyon an anvan ou klike sou bouton Setup nan “Set
up multifactor authentication” nan paj navigaté a. De (2) metdd otantifikasyon miltifakte
ki itilize aplikasyon yo se Okta Verify ak Google Authenticator.
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Klike sou Pa ka eskane.

36.Klike sou pa ka eskane ap ba ou opsyon pou gen yon lyen aktivasyon yo voye ba
ou pa imel oswa SMS. Klike la a pou konfigire Okta Verify Manyelman San Push

Notifikasyon.
Konsey: Klike la a pou It rezon posib pou gen eré sa a, ak fason pou korije yo.

4 NY.GOVID

Phone number

37.Yo pral voye yon lyen ba ou. Klike sou lyen sa a.

38.Lyen sa a pral mennen w sou sit Okta Verify la.
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<

Welcome to Okta Verify

Securely sign in to your organization's apps.

Get Started

39.Klike sou Kdmanse.

40.Esmatfon ou a pral konekte sou sit enténet Okta Verify la epi verifye lyen an. Ou
pral wé ekran sa a sou ekran odinaté w la.

©

Account Added

UIB_MFATESTO05

You can now securely sign in to your
organization's apps.

Return to your organization's instructions to
continue.

Important: Keep this app installed on your
device. You'll need it to sign in.

m—py T
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Mesaj ere ou ka jwenn ak fason pou w rezoud yo.

41.Mesaj eré: Sesyon an ekspire.
42.Rekou: ltilizate a dwe konekte anko.

2 NY.GOVID

43.Mesaj eré: Token pa matche.

44.Rekou:
a. ltilizaté ta dwe tcheke presizyon.
b. lItilizate ta dwe "Voye" kod anko.

2 NY.GOVID

o

Verty
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45.Mesaj eré: Nou jwenn ere.
46.Rekou: ltilizate a dwe antre kod.

4 NY.GOVID

Q
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47.Mesaj eré: Bakod la pa eskane.
48.Rekou:
a. Eseye metod alténatif yo bay yo.
i. "Voye aktivasyon pa SMS" - ltilizate ka antre yon nimewo telefon.
ii. "Konfigire manyelman san push" - ltilizate a pral we yon kod
tanpore.
iii. "Voye imel aktivasyon" - Yo pral voye pou kliyan yo yon imél
sou kont imél yo itilize nan kreyasyon kont yo.

3 NY.GOVID

b. Asire aparey itilizaté a “pémét” aksé a kamera. Klike la a pou
enstriksyon konsénan.
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Konfigire Okta Verify manyélman San Notifikasyon Push.

49.Chwazi opsyon a: Verifye manyélman San Notifikasyon Push.

3 NY.GOVID

¢

Setup Okta Verify

50.Yo pral mennen w nan yon ekran ki gen yon kod sekre.

) NY.GOV ID

O

Setup Okta Verify

— ]

_
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51. Sou esmatfon ou suiv etap 1-22 pi wo a pou navige nan ekran sa a. Chwazi
Antre kle a manyelman.

Choose an option to
continue

To continue, scan the QR code
provided by the service or enter the
key manually

Scan a QR code

Enter Key Manually

52. Antre kod ki sou ekran odinaté w lan nan ekran esmatfon ou a. Sou esmatfon ou a,
ou pral antre yon Non Kont (ou te kreye) ak Kle sekre ki afiche sou ekran odinate w
lan. Ekran an sou esmatfon ou a pral sanble sa a:

< Add Account

Enter key
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53.Apre w antre enfomasyon ki anwo yo, klike sou bouton Ajoute kont.
54.Lé kod ou antre byen verifye, ou pral we ekran sa a:

9

Account Added

UIB_MFATESTO5

You can now securely sign in to your
organization's apps.

Return to your organization's instructions to
continue.

Important: Keep this app installed on your
device. You'll need it to sign in.

— | —

55.Kilke sou Fini.

Klike pou w retounen nan paj prensipal la
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