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Enstriksyon konfigirasyon Multi-

Factor Authentication
(MFA)

Eta New York te komanse itilize Multi-Factor Authentication (MFA) nan kek nan
aplikasyon piblik li yo. MFA se yon fason pou ede asire sekirite kont ou. Sa mande pou
yon dezyem fakté anplis yon modpas pou pwouve ou se moun ou di ou ye a. Si w ap
itilize yon aplikasyon ki pwoteje MFA, menm si yon moun ta devine oswa volé modpas
ou, li toujou pa ta kapab konekte san dezyem fakté w la. Piske yon modpas se yon
bagay ou konnen, dezyém fakte a se yon bagay ou ye (an jeneral se yon aparéey
byometrik ki li ) oswa yon bagay ou genyen.

Konsey: Li rekomande pou w mete plis pase yon metod Multi-Factor
Authentication.

Konsey: Si w pral konfigire yon metod otantifikasyon miltifakte ki sévi ak yon
aplikasyon telefon (Okta Verify oswa Google Authenticator), telechaje aplikasyon an
anvan ou klike sou bouton konfigirasyon “Set up multifactor authentication” nan paj
navigate a. De (2) metod otantifikasyon miltifakté ki itilize aplikasyon yo se Okta Verify
ak Google Authenticator. Pou telechaje aplikasyon w lan kounye a, Klike isit la pou
android epi isit la pou aparey Apple.

REMAK: Tout eskrinchot yo soti nan yon ekran odinaté sof si yo mande fée |
ak yon telefon selile.

Endéks

Konfigire Google Authenticator Otantifikasyon plizye eta

Telechaje Google Authenticator la a pou Android

Telechaje Google Authenticator pou aparey Apple

Sevi ak aplikayon an

Enstriksyon sou kijan pou w antre nan yon kle konfigirasyon

Enstriksyon pou eskane yon kod OR

Mesaj eré w ka jwenn yo
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Konfigirasyon Google Authenticator Multifactor Authentication

Si w poko enskri nan MFA, y ap mande w pou w enskri apre w fin antre nan Sévis
travay an liy epi klike sou bouton aplikasyon “Sévis Choma;”.

Messages v Online Forms v

o e o You have O pending forms

Go to My Inbax NYS Labor Depariment Forms Available for Filing include

« Unemployment Insurance Forms

Go To My Online Forms

£

Most Recent Postings

Previewing jobs has been temporarily disabled. Please visit JobZone to view jobs

Search More Jobs

Important Information v
Job Search v Unemployment Insurance v

career, organize your job search, and plan for the future with

« Employability Scoring and other Job Search tools

E=) —

Tools
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Sou ekran odinate w lan, w ap wé yon ekran ki mande w pou w konfigire Multifactor
Authentication.

1. Sou esmatfon ou, telechaje aplikasyon Google Authenticator.

2. Sou ekran odinaté w lan, klike sou Setup anba Google Authenticator pou komanse
pwosesis konfigirasyon an.

3 NY.GOVID

Set up multifactor authentication

©

mobile app

Setup

Q Google Authenticator

SMS Authentication

Enter a single-use code sent to your
mobile phone

Setup

Voice Call Authentication

to authenticate b

Setup
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3. Yon nouvo ekran ap ouvri sou ekran odinate w lan. Chwazi swa iPhone oswa
Android selon aparey ou an. Si w gen yon tabléet Apple, chwazi iPhone.

Si w gen yon android, ou pral wé sa a:

2 NY.GOVID

<

Setup Coogle Authenticator

Select your device type
iPhone
I > I = /‘\nr_irolcil
Q Download Google Authenticator from
the Google Play Store onto your
mobile device

Back to factor list

Ou pral resevwa enstriksyon pou w telechaje aplikasyon Google Authenticator
nan Google Play Store. Si w poko fé sa, ou ta dwe telechaje aplikasyon sa a
kounye a.

Klike la a pou jwenn enstriksyon sou fason pou telechaje Google
Authenticator App la sou aparéy android ou a.

4. Klike sou bouton Suivan an.

Klike la a pou kontinye.
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Si w chwazi iPhone, w ap weé sa:

4 NY.GOVID

Y ap di w pou w telechaje aplikasyon Google Authenticator nan Google Play Store
Si w poko fé sa, ou ta dwe telechaje aplikasyon sa a kounye a.

Klike la a pou jwenn enstriksyon sou fason pou telechaje Google
Authenticator App la sou aparéy Apple ou a.

5. Klike sou bouton Suivan an.

NYS Department of Labor | DOL Contact Center | MFA — Google Authenticator
August 2022 | Paj 5 sou 22



Department
of Labor

—_— f HEW YORK
LTAT] OF
GPPCHTUMITY.

Enstriksyon pou telechaje aplikasyon Google Authenticator sou yon
Aparey Android.

6. Sou esmatfon ou oswa tablét, ale nan Google Play. Asire w esmatfon ou oswa
tablet genyen denye vesyon sistém operasyon an (OS).

7. Nan Google Play, cheche aplikasyon Google Authenticator.

8. Yon fwa ou jwenn aplikasyon an, telechaje epi enstale li sou esmatfon ou oswa
tablet ou. (REMAK: Aplikasyon an ka paréet yon ti kras diferan selon vésyon
telefon nan)

& google authenticator \

‘ C Google Authenticator
== Google LL(

Klike la a pou w retounen nan paj prensipal la.
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Enstriksyon pou telechaje aplikasyon Google Authenticator sou yon Aparéey Apple.

9. Sou esmatfon ou oswa tablét, ale nan Google Play. Asire w esmatfon ou oswa tablet
genyen denye vesyon sistem operasyon an (OS).

10.Nan App Store, cheche aplikasyon Google Authenticator.
11.Chwazi aplikasyon mobil Google Authenticator.

12.Telechaje epi enstale aplikasyon an.

8 0

Aunique code used to
signin

13.Yon fwa ou fin enstale aplikasyon Google Authenticator sou esmatfon ou oswa
tablét ou, ale nan aplikasyon an sou aparey ou an epi ouvri li.

Klike la a pou w retounen nan paj prensipal la.
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Ouvri Aplikasyon Google Authenticator sou smatfon ou oswa tablet ou.

14.Ekran odinate w lan pral montre kounye a yon bwat dyalog ak yon kod Quick
Response (QR) ladan I.

= Siou pa kapab eskane kod QR la, klike sou opsyon Pa ka eskane? anba
kod QR sou ekran odinaté w lan. Klike la a pou enstriksyon konsénan
opsyon Pa ka eskane.

3 NY.GOVID

<

Setup Google Authenticator

Launch Google

Authenticator, tap the

+'icon. thens

Scan barcode

15.Navige nan aplikasyon Google Authenticator ou an epi ouvri li.
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Sevi ak aplikasyon Google Authenticator

16.Sou esmatfon ou an, ou pral wé ekran sa a.

Stronger security
with Google
Authenticator

Get verification codes for all your
accounts using 2-Step Verification

17.Klike sou KOmanse.
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18.Ekran sa a ap ouvri. Yo pral ba w opsyon swa Eskane yon kod QR oswa
Antre yon kle konfigirasyon. Chwazi youn.

£y

Setup your first account

Use the QR code or setup key in your 2FA settings
(by Google or third-party service). If you're having

trouble, go to g.co/2sv

E] Scana QR code

Enter a setup key

o

Enstriksyon pou itilize aplikasyon Google Authenticator pou eskane

yon kod QR: Sou yon Aparéey Android

19. Aplikasyon an ap mande pémisyon pou itilize kamera w. Klike Pandan w ap itilize
Aplikasyon an.
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0

Allow Authenticator to take pictures and
record video?

o | ADD
HE AFY

20.Kontinye Eskane kod OR.
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Sou yon aparey Apple

21.0u pral we yon mesaj sa ki di"Otantifikaté" ta renmen jwenn akse ak kamera a. Klike
Ok.

Camers 10 scan barcodes

O

22.Kontinye pou Eskane yon kod OR.
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Eskane yon kod QR

23.Ekran esmatfon ou a pralmontre kounye a yon ekran vid ak yon kare nan mitan.

.|_

Place QR code within red lines
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24.Mete kamera esmatfon ou oswa tablét la sou kod QR ki sou ekran odinaté w lan
(gade imaj ki anba a), pou kod QR ki sou ekran odinate a paret nan bwat vet sou
ekran esmatfon ou an. Aplikasyon w lan pral otomatikman eskane kod la nan
telefon ou oswa tablét ou.

& NY.GOVID

<

Setup Google Authenticator

Launch Google
Authenticator, tap the
"+ jcon, then select

"Scan barcode

Can't scan?

Back to factor list

25.Kontinye etap antre kod QR ou .
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Enstriksyon sou kijan pou w antre nan yon kle konfigirasyon (si ou pa ka eskane
yon kod QR).

26.Si ou pa kapab eskane kod la, nan etap 13 pi wo a, chwazi
Antre yon kle konfigirasyon Konsey: Klike la a pou [0t rezon posib pou gen

eré sa a, ak fason pou korije vo.

27.Sou ekran odinaté w lan, yo pral montre w yon kle sekre. Sa a se kod la ou pral
antre nan aplikasyon Google Authenticator a. Yo pral montre w yon ekran ki gen
Enstriksyon pou antre yon kle konfigirasyon an. REMAK: Pou kontinye ak etap sa
a, ou dwe konfigire metod otantifikasyon miltifakte Okta Verify la avan.

5 NY.GOVID

<

Setup Google Authenticator

Sa ase
Kle konfigirasyon w.
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28.Sou aplikasyon Google Authenticator ou a, antre non kont NY.gov ou a, antre
kle sekre w la, chwazi Time based.

¢ Enter account details

Ou pral sevi ak

non itilizate NY.Gov ou a la a.

Time based v

|

O

29.Klike sou bouton Ajoute a.

30.Kontinye etap antre kod QR ou .
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Antre kod QR ou a

31.Yon fwa ke aplikasyon an te byen analize kod QR la, esmafon ou a ap montre w
yon ekran ak non itilizate w ak yon kod sis (6) chif. Sa a se kod la ou pral antre nan
odinaté a nan pwochen etap yo. Kod sa a pral chanje chak 30 segonn.

lagin-ga.ny.gov (UIE_MFATE 5T23)

NYS Department of Labor | DOL Contact Center | MFA — Google Authenticator
August 2022 | Paj 17 sou 22



—_— MEWYORK | Department
g | of Labor

32.Tape kod ki soti nan aplikasyon w lan nan ti bwat Antre kod sou monité odinaté w la
epi klike sou Verifye.

4 NY.GOVID

<«

Setup Google Authenticator

Enter code displayed from the application

Enter Code

A

Back to factor list
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33.Yo pral voye w tounen nan ekran enskripsyon an kote ou ka konfigire yon 16t metod
Multifactor Authentication. Remake kounye a Google Authenticator anba kote ki
make fakte enskri a. Li rekomande pou w mete plis pase yon metod otantifikasyon

miltifakte.

Set up multifactor authentication

You can configure any additional optiona

factor or click finish

Enrolled factors

@ &  Google Authenticator

Additional optional factors

0 Okta Verify
ush notification sent to the

Setup

@ SMS Authentication

Enter a single-use code sent to your

mobile phone

Setup

Voice Call Authentication

Q@

Use a phone to authenticate by

following voice instructions

Setup

34.Lé ou fin konfigire tout metod Otantifikasyon miltifakte ou vle, klike sou bouton Fini
an.

e Konsey: Siw pral konfigire yon metod otantifikasyon miltifakté ki sevi ak yon
aplikasyon telefon, telechaje aplikasyon an anvan ou klike sou bouton Setup
nan “Set up multifactor authentication” nan paj navigaté a. De (2) metod
otantifikasyon miltifakté ki itilize aplikasyon yo se Okta Verify ak Google
Authenticator.
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Mesaj ere ou ka jwenn ak fason pou w rezoud yo.

e Mesaj ere: Sesyon an ekspire.
e Rekou: ltilizate a dwe konekte anko.

3 NY.GOVID

e Mesaj ere: Token pa matche.

e Rekou:
1. ltilizaté ta dwe tcheke presizyon.
2. ltilizaté ta dwe "Voye" kod anko.

i NY.GOVID

£

SMS Authentication

Varity
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e Rekou: ltilizaté a dwe antre kod.
5 NY.GOVID
Q
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e Mesaj eré: Bakod la pa eskane.
e Rekou:
1. Eseye metod altenatif yo bay yo.
= "Voye aktivasyon pa SMS" - ltilizaté ka antre yon nimewo telefon.
= "Konfigire manyélman san push” - Itilizate a pral we yon kod
tanpore.
= "Voye imel aktivasyon" - Yo pral voye pou kliyan yo yon imél
sou kont imel yo itilize nan kreyasyon kont yo.

) NY.GOVID

¢

2. Asire apareéy itilizaté a “pémét” aksé a kamera. (klike isit la pou

enstriksyon)

Klike pou w retounen nan paj prensipal la
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